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Understanding the PCI DSS

The Case for Compliance. 
Throughout history, people have sought to protect their valuable possessions.  In today’s 
world, credit card numbers are among the most valuable assets we have.  To ensure their 
protection, the Payment Card Industry (PCI ) Security Standards Council has created their 
Data Security Standard (DSS).  

For any organization that stores, processes, or transmits Primary Account Number (PAN) data, 
failure to comply can have serious consequences: up to US$500,000 per incident, increased 
fees, restrictions and even removal of processing privileges.  Yet, even these fines look 
insignificant compared to the consequences of sensitive data being compromised.  Apart 
from externally imposed penalties, the organization will also face irate customers, possible 
lawsuits, heavy regulatory oversight, costly repairs to their system, lost goodwill, and lost 
business.  The true cost of a breach is estimated at $90+ per record.  At that level of cost, an 
ounce of prevention is indeed worth a pound of cure.

The PCI DSS is in the forefront of the drive toward cutting-edge security best practices, while 
companies are taking a heightened interest in security guidelines for their sensitive data, 
whether credit card related or not.  Even for companies that are not obligated to comply, the 
PCI DSS offers an authoritative road map for high security systems and processes that can 
help guard a company’s data. 

The Origin of the Standard.
With the advent of the Internet and the explosion of e-commerce, the payment card industry 
faces an unprecedented level of security risk.  As PAN data is transmitted across an increasingly 
wide range of electronic networks, industry leaders realized they had to collaborate on how to 
address security risks to cardholder data. 

The PCI Security Standards Council created the PCI DSS—an authoritative roadmap for 
implementing high security systems and processes.  The PCI DSS is a multifaceted security 
standard developed as a collaborative effort among six industry-leading companies: Visa, 
MasterCard, American Express, Diner’s Club, Discover, and JCB USA, as well as many major 
merchants.  Comprised of twelve major requirements, each with several individual categories, 

The PCI DSS as a Security Standard.
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The Challenge of Compliance.  
Technology solutions have simplified much of modern business operations.  However, 
enterprise compliance to any standard, including the PCI DSS, involves far more than a 
technology solution.  Compliance is a doctrine that must be integrated into your IT procedures. 
With so many tasks from implementation to enforcement of the standard, where can you find 
the resources to comply?  

The GlobalSCAPE HS Module is designed to facilitate this integration. By providing security 
measures for data storage, access, and transmission, the HS Module supports the technology 
requirements of the PCI DSS.  In addition, the HS Module also helps procedure and policy 
enforcement by monitoring and reporting on PCI DSS compliance by using prompts and 
warnings, while also permitting flexibility by allowing non-compliant settings provided a 
compensating control is described.  

A compensating control is a method of risk mitigation that is different than the requirements 
detailed in the PCI DSS, yet has the same effect. 
 
Use the chart on page 7, and the outline that follows, as a guide to identify and plan for all the 
factors that will need to be addressed in your compliance strategy.

the PCI DSS is a comprehensive standard that covers security management, policies, 
procedures, network architecture, software design and other hardened security measures.
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Who Must Comply?   
Any organization that stores, processes, or transmits Primary Account Number (PAN) data is 
required to comply with the PCI DSS.  They are broken down into four levels of risk.  These levels 
are driven by the transaction volume of the company.  The levels range from Level 1, companies 
handling over 6,000,000 transactions per year, to Level 4, companies handling fewer than 
20,000 transactions per year.  Compliance at all levels is mandatory, but reporting and scanning 
requirements differ depending upon transaction volume.       
                        
The table below describes the measure that you must take to validate compliance within your 
organization.

1 6,000,000 or more            Annual on-site review by a QSA and quarterly scans by an ASV

2 150,000 to 6,000,000        Quarterly self-assessment and quarterly scans by an ASV

3 20,000 to 150,000            Quarterly self-assessment and quarterly scans by an ASV

4 All others             Quarterly self-assessment and quarterly scans by an ASV

QSA = Qualified Security Assessor
ASV = Approved Scanning Vendor

 Level  Transactions /  Year         Validation Required

Qualified Security Assessors (QSA’s) are entities certified by the PCI to validate compliance.  Only Level 1 
merchants have to use QSA’s, the other levels are required to self assess their compliance and have the 
option to bring in a QSA. Approved Scanning Vendors (ASV’s) are entities who are certified to run the 
required network scans for vulnerabilities.  
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Facilitating Compliance.   
Implementing and enforcing compliance in any organization requires extensive time and 
resources.  The GlobalSCAPE HS Module provides a comprehensive mechanism to quickly 
bring your organization into compliance with key requirements.  After implementing 
the GlobalSCAPE HS Module, reports and monitoring features help to facilitate ongoing 
compliance.

GlobalSCAPE HS Module

Protecting Data at Rest. 

Data must be protected in storage.  The GlobalSCAPE HS Module ensures that data is stored using 
repository encryption and never resides in the DMZ.  Even deleted data is securely sanitized so that it 
cannot be reconstituted. 

Protecting Data in Transit. 

Cardholder data must be secure during the transfer process.  The GlobalSCAPE HS Module enforces the 
use of secure protocols, strong ciphers, and encryption keys that strictly follow PCI DSS guidelines

Controlling Access to Data.

User access and password policies are also strictly enforced according to the PCI DSS guidelines.  A 
wide range of secure user authentication sources—including Active Directory, NTLM, LDAP, or ODBC-
compatible databases—are supported to simplify integration with your existing structure.  Alternatively, 
you can choose the built-in GlobalSCAPE authentication manager to isolate users from your domain.

For added control, the GlobalSCAPE HS Module also captures all user activity in a relational database for 
reporting or individual user activity review. 

Facilitating Ongoing Compliance. 

Your organization’s ongoing compliance is a key focus of the GlobalSCAPE HS Module.  Policies set 
according to the PCI DSS are enforced using prompts and warnings.  However, ultimate control and 
flexibility remain in your hands as non-compliant settings can be accepted by providing a corresponding 
compensating control. 

How can you track your compliance with all the various requirements?  The GlobalSCAPE HS Module 
supplies daily compliance reports complete with explanations of all compensating controls to help you 
maintain compliance.  Cooperation with Qualified Security Assessors (QSA) and Approved Scanning 
Vendors (ASV)—individuals certified by the PCI to validate compliance—can also be simplified by these 
reports.
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A Comprehensive Approach.   
This PCI DSS has a wide range of requirements.  While many of these requirements involve 
technology solutions that are addressed directly by the GlobalSCAPE HS Module, some 
require external measures to ensure compliance.  

Use this document as a guide to planning a strategy for compliance with the help of the 
GlobalSCAPE HS module.

Planning for Compliance

Facilitated by GlobalSCAPE HS Module Requires measures external to  
GlobalSCAPE HS Module

1.1 1.2 1.3

2.1 2.2 2.3 2.4

3.1 3.2 3.3 3.4 3.5 3.6

4.1 4.2

5.1 5.2

6.1 6.2 6.3 6.4 6.5 6.6

7.1 7.2

8.1 8.2 8.3 8.4 8.5

9.1 9.2 9.3 9.4 9.5 9.6 9.7 9.8 9.9 9.10

10.1 10.2 10.3 10.4 10.5 10.6 10.7

11.1 11.2 11.3 11.4 11.5

12.1 12.2 12.3 12.4 12.5 12.6 12.7 12.8 12.9 12.10

1     Establish firewall and router configuration standards...

2    Always change vendor-supplied defaults... 

3     Keep cardholder data storage to a minimum...

4     Use strong cryptography and security protocols...

5     Deploy anti-virus software on all systems..

6     Develop and maintain secure systems...

7     Limit access to system components...

8     Assign all users a unique ID...

9     Restrict physical access to cardholder data...

10   Establish a process for linking all access to system
        components...

11   Regularly test security systems...

12   Establish, publish, maintain and disseminate a security
        policy....
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Establish firewall and router 
configuration standards...

Requires measures external to GlobalSCAPE HS Module.

PCI DSS Requirement 1 GlobalSCAPE HS Module

Build a firewall configuration that
restricts connections between 
untrusted networks...

GlobalSCAPE HS Module IP access filter lets you grant or deny  
access to specific IP addresses or ranges of IP addresses.

Refer to specific sub-requirements below.

GlobalSCAPE’s DMZ Gateway can be configured to only all secure 
internet protocols.

GlobalSCAPE HS Module access filter lets you grant or deny access 
to specific IP addresses or ranges of IP addresses.

Prohibit direct public access between the 
Internet and any system component in 
the cardholder data environment.

Implement a DMZ to limit traffic to 
only protocols that are necessary...

Limit inbound Internet traffic to IP 
addresses within the DMZ.

Requirement 1: Install and maintain a firewall  
configuration to protect cardholder data

1.1

1.2

1.3

1.3.1

1.3.2

Inbound  firewall connections between the DMZ and the internal 
network are prevented when using the DMZ Gateway.

Do not allow any direct routes 
 inbound or outbound for traffic 
 between the Internet and the  
cardholder data environment.

1.3.3

Internal IP addressing is never disclosed when external  
connections are made.

Do not allow internal addresses 
to pass from the Internet into the 
DMZ.

1.3.4

GlobalSCAPE HS Module can be configured to use the DMZ 
Gateway as an outbound proxy for transactions initiated from                    
GlobalSCAPE’s EFT Server.

Restrict outbound traffic from the 
cardholder data environment to 
the Internet such that outbound 
traffic can only access IP addresses 
within the DMZ.

1.3.5

       Implement stateful inspection... Requires measures external to GlobalSCAPE HS Module.

1.3.6
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The need to store data in the DMZ, authenticate users in the DMZ, 
or open up inbound holes in your internal network firewall are all 
eliminated when using the DMZ Gateway Server.

Place the database in an internal 
network zone, segregated from 
the DMZ

1.3.7

Requires measures external to GlobalSCAPE HS Module.Implement IP masquerading...
1.3.8
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Always change vendor-supplied defaults...
If any default values are in use, the setting is detected and you are 
prompted to change them. 

PCI DSS Requirement 2 GlobalSCAPE HS Module

Requires measures external to GlobalSCAPE HS Module.   For wireless environments…

Requirement 2: Do not use vendor-supplied defaults for 
system passwords and other security parameters 

2.1

2.1.1

Develop configuration standards for all 
system components... 

Refer to specific sub-requirements below.
2.2

GlobalSCAPE EFT Server’s primary function is File Transfer.Implement only one primary  
function per server.

2.2.1

Any unsecure protocols such as plaintext FTP or HTTP are 
 automatically detected and you are prompted to change them  
or present a compensating control.   

Disable all unnecessary and 
 unsecured services and  
protocols...

2.2.2

GlobalSCAPE HS Module monitors, warns, and enforces multiple 
security parameters.  

Configure system security 
 parameters to prevent misuse.

2.2.3

Requires measures external to GlobalSCAPE HS Module.    Remove all unnecessary  
functionality...

2.2.4

Encrypt non-console administrative 
access...

The status of non-console (remote) access settings are monitored 
automatically.  If SSL is not enabled, you are warned and  
prompted to disable administrator access or enable SSL.

2.3

Shared hosting providers must protect 
each entity’s hosted evironment and 
cardholder data...

Requires measures external to GlobalSCAPE HS Module.   
2.4
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Keep cardholder data storage to a 
 minimum. Develop a data retention 
and disposal policy...

GlobalSCAPE HS Module provides scheduled automatic clean-up. 
Files are securely deleted or purged by writing over the initial data 
with encrypted and/or pseudorandom data.

PCI DSS Requirement 3 GlobalSCAPE HS Module

Requirement 3: Protect stored cardholder data

3.1

Any use of Microsoft EFS is detected and a warning is given.If disk encryption is used, logical 
access must be managed indepen-
dently of native operating system 
access control mechanisms.

3.4.1

Protect cryptographic keys...
Only sub-administrators who have been specifically granted  
access can create, access, or manage PGP key pairs, SSL  
certificates, and SSH public keys.

3.5-3.5.2

Do not store sensitive authentication 
data subsequent to authorization...

Authentication data is only persisted in memory for the duration 
of the session.   

3.2-3.2.3

Mask PAN when displayed... PAN data and other sensitive cardholder data cannot be rendered 
or displayed in any way.

3.3

Render PAN, at minimum, unreadable 
anywhere it is stored...

GlobalSCAPE HS Module provides OpenPGP encryption for data 
at rest.

3.4

Fully document and implement all key 
management processes and procedures...

Requires measures external to GlobalSCAPE HS Module.               
(Exception 3.6.1 below)

3.6-3.6.8

GlobalSCAPE HS Module disallows 512 or lesser certificate/key bit 
lengths. Default bit-length is set to 2048 bits for new keys. When 
importing SSL or SFTP keys, a warning appears if a weak key is 
imported.

Generation of strong keys.
3.6.1
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Use strong cryptography and security 
protocols...

Secure protocols such as SSL, TLS, and SFTP (SSH2) are provided 
for data transmission. For PCI-compliant sites, SSL is restricted 
to versions v3 or higher, and ciphers to a minimum of 128 bits. 
Secure data transmission is enforced by automatically redirecting 
incoming HTTP traffic to HTTPS. 

PCI DSS Requirement 4 GlobalSCAPE HS Module

Requirement 4: Encrypt transmission of cardholder data 
across open, public networks 

4.1

Ensure wireless networks transmitting  
cardholder data...

Never send unencrypted PANs by 
email...

Requires measures external to GlobalSCAPE HS Module.    

Requires measures external to GlobalSCAPE HS Module.    

4.1.1

4.2
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Deploy anti-virus software on all sys-
tems commonly affected by viruses.

Requires measures external to GlobalSCAPE HS Module.  However 
the upload or download of certain file types can be blocked based 
on their extensions. 

PCI DSS Requirement 5 GlobalSCAPE HS Module

Requirement 5: Use and regularly  
update anti-virus software

5.1-5.1.1

Ensure that all anti-virus mechanisms 
are current, actively running, and ca-
pable of generating audit logs.

Requires measures external to GlobalSCAPE HS Module.   
5.2
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Ensure that all system components and 
software have the latest vendor-sup-
plied security patches installed. Install 
relevant security patches within one 
month of release...

The latest version of GlobalSCAPE HS Module software is always 
made available online. 

PCI DSS Requirement 6 GlobalSCAPE HS Module

Requirement 6: Develop and maintain  
secure systems and applications 

6.1

Establish a process to identify newly 
discovered security vulnerabilities...

Customers are notified via e-mail if a security vulnerability or 
 exploit patch is available for download. 

6.2

Develop software applications in                               
accordance with PCI DSS...

Requires measures external to GlobalSCAPE HS Module.

6.3 – 6.3.7 

Follow change control procedures for 
all system and software configuration 
changes.

6.4 – 6.4.3 

Back-out procedures
6.4 .4 

GlobalSCAPE HS Module is constantly evaluated and tested for 
security vulnerabilities and exploits. Any problems found are  
immediately remediated and communicated to our customers.

Requires measures external to GlobalSCAPE HS Module.

Develop all web applications based on 
secure coding guidelines…. 

For public-facing web applications, 
address new threats and vulnerabilities 
on an ongoing basis.

6.5 – 6.5.9 

6.6

GlobalSCAPE HS Module was designed to comply with relevant 
PCI DSS and FIPS 140-2 requirements.

EFT Server’s Backup and Restore utility aids in disaster  
recovery and server migration. 
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Limit access to system components and 
cardholder data to only those  
individuals whose job requires such  
access.

The administrator is given complete control over managing which 
resources can be accessed by users or sub-administrators. 

PCI DSS Requirement 7 GlobalSCAPE HS Module

Requirement 7: Restrict access to cardholder  
data by business need-to-know

7.1

Establish an access control system for 
systems components with multiple 
users that restricts access based on a 
user’s need to know.

Segregation and control of user access is achieved using  
permission groups, virtual folders, and settings templates. 
Delegated administrators or help-desk personnel can be granted 
varying levels of control over server settings and resources.   

7.2
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Assign all users a unique ID. Unique usernames are enforced across user accounts when using 
the High Security Module.

PCI DSS Requirement 8 GlobalSCAPE HS Module

Requirement 8: Assign a unique ID to  
each person with computer access

8.1

In addition to assigning a unique ID, 
employ at least one of the following 
methods to authenticate users:  
password, two factor authentication.

Standard passwords, one-time-passwords (OTPs), certificate, and 
public-key authentication mechanisms are all supported.

8.2

Incorporate two-factor authentication 
for remote access...

Two-factor authentication with SSL-based logins for administrator 
sessions are supported. 

8.3

Render all passwords unreadable  
during transmission and storage.

All user authentication passwords are stored as a one-way, 
 non-reversible hash. 

8.4

Ensure proper user authentication and 
password management for non-con-
sumer users and administrators on all 
system components.

See sub-requirements for specific implementation.
8.5

Control addition, deletion, and 
modification of user IDs, credentials, 
and other identifier objects. 

8.5.1 
Only privileged sub-administrators are permitted to add and 
remove users and set user permissions.

Verify user identity before  
performing password resets 

8.5.2 
User authentication is required prior to a user-initiated password 
reset. 
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Set first-time passwords to a unique 
value for each user and change im-
mediately after the first use... 

8.5.3 
Users are forced to change their first-time passwords upon initial 
login. 

Immediately revoke access for any 
terminated users 

8.5.4 
When an account is disabled, expired, or removed, the user can no 
longer access server resources.

Remove/disable inactive user 
 accounts at least every 90 days

8.5.5 
Inactive users can be disabled or removed after a specified period 
of time (set to 90 days by default).

Enable accounts used by vendors 
for remote maintenance only dur-
ing the time period needed.  

8.5.6 
Account can be configured to automatically expire on any  
specified date.

Communicate password procedures 
and policies to all users who have 
access to cardholder data.

8.5.7 
User’s credentials can be automatically emailed to a specified 
email address. The default text of the message can be customized 
to include your organization’s password policies and procedures. 

Do not use group, shared, or generic 
accounts and passwords

8.5.8 
The “Anonymous” password type is disallowed when running in 
PCI DSS mode.

Change user passwords at least 
every 90 days

8.5.9 
Automatic expiration of passwords can be enabled for administra-
tors and users. 

Require a minimum password 
length of at least seven characters.

8.5.10 

Complex passwords can be enforced using multiple criteria, in-
cluding minimum length, definition of alphanumeric sub-options, 
disallowing words contained in a dictionary file, disallowing the 
username as the password, disallowing cyclical passwords and 
others.

Use passwords containing both  
numeric and alphabetic characters.

8.5.11 

Do not allow an individual to  
submit a new password that is the 
same as any of the last four 
 passwords used.

8.5.12 
Password history is recorded and the reuse of historical passwords 
is disallowed for administrators and users.
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Limit repeated access attempts by 
locking out the user ID after not 
more than six attempts

8.5.13 

Set the lockout duration to thirty 
minutes or until administrator en-
ables the user ID.

8.5.14 

Repeated access attempts can be limited by locking out a user or 
an administrator.  The settings for lockout—the number of failed 
attempts and the elapsed time between failed attempts—are 
fully customizable.  The lockout duration can be set to 30, 60 or 90 
minutes.

If a session has been idle for more 
than 15 minutes, require the user to 
re-enter the password to reactivate 
the terminal

8.5.15 
An idle timeout setting is applied across all connection protocols 
supported, for both users and administrators. 

Authenticate all access to any da-
tabase containing cardholder data. 
This includes access by applications, 
administrators, and all other users. 

8.5.16 
Multiple authentication options are provided for accessing data 
resources, including AD/NTLM, LDAP, ODBC based, and EFT 
Server’s proprietary authentication manager. 
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Use appropriate facility entry controls 
to limit and monitor physical access to 
systems in the cardholder data  
environment.

Requires measures external to GlobalSCAPE HS Module.   

PCI DSS Requirement 9 GlobalSCAPE HS Module

Requirement 9: Restrict physical  
access to cardholder data 

9.1-9.9

Destroy media containing cardholder 
data when it is no longer needed for 
business or legal reasons. 

Requires measures external to GlobalSCAPE HS Module. 
9.10-9.10.1

Render cardholder data on  
electronic media unrecoverable so 
that cardholder data cannot be  
reconstructed.

Data wiping is provided by GlobalSCAPE HS Module for  
sanitizing deleted data on disk. 

9.10.2

This requirement mainly relates to restricting physical access to the computer room or data center, and de-
stroying transportable media, which are a function of organizational security, not GlobalSCAPE HS Module.
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Establish a process for linking all access 
to system components to each  
individual user (audit trails).

 Preconfigured reports of all activity within GlobalSCAPE HS 
 Module can be generated on-demand.  

PCI DSS Requirement 10 GlobalSCAPE HS Module

Requirement 10: Track and monitor all access  
to network resources and cardholder data

10.1

Implement automated audit trails for 
all system components...

10.2 – 10.2.7 

Record at least the following audit trial 
entries for all system components…

10.3 
GlobalSCAPE HS Module audits user identity (10.3.1), type of 
transaction (10.3.2), date and time of transaction (10.3.3),  
transaction result (10.3.4), remote and local IP (10.3.5), and objects 
affected (10.3.6).

Synchronize all critical system clocks 
and times

10.4
Requires measures external to GlobalSCAPE HS Module.   

Secure audit trails so that they cannot 
be altered.

10.5-10.5.5 Audited data integrity depends on the chosen database solution 
and authentication architecture. EFT Server supports auditing to a 
central SQL or Oracle server.    

Review logs for all system components 
at least daily….

10.6 A daily PCI DSS compliance report can be generated and sent via 
email to the appropriate recipient(s).  This report details the PCI 
DSS compliance status of each security element monitored by 
the HSM. The report includes the recorded reason (compensating 
control) for any non-compliant setting.

Retain audit history for at least one 
year.

10.7
Requires measures external to GlobalSCAPE HS Module.   

GlobalSCAPE HS Module will audit all user access to data 
(10.2.1), and all administrator changes to configuration settings 
(10.2.2). Access to audit trails, invalid logical access, authenti-
cation mechanisms, object creation, and initialization of audit 
logs (10.2.3-2.7) is managed at the database server.  
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Requirements relating to regular test-
ing of security systems and processes.

Requires measures external to GlobalSCAPE HS Module                
defined by your organizational policy.  

PCI DSS Requirement 11 GlobalSCAPE HS Module

Requirement 11: Regularly test  
security systems and processes 

11.1-11.5

System, process, and software testing are measures external to GlobalSCAPE HS Module.  The daily HS-PCI Com-
pliance Report can be a helpful guide during your testing. GlobalSCAPE’s online help also includes guidelines for 
Best Practices for Configuration and Validation to assist you with periodic testing.
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Requirements relating to the maintain-
ing of a policy that addresses informa-
tion security

Requires measures external to GlobalSCAPE HS Module               
defined by your organizational policy.

PCI DSS Requirement 12 GlobalSCAPE HS Module

Requires measures external to GlobalSCAPE  
HS Module defined by your organizational policy.

12.1-12.9

The development of a security policy is a measure that is external to the GlobalSCAPE HS Module. However the 
ability to automatically generate and email daily reports will help you monitor daily operations and enforce the 
security policies you have in place.
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