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Gain the clarity, command, 

and confidence to embrace 

innovation and drive your 

business forward. Rapid7 

transforms your data and 

uncertainty into answers.





What is Penetration 
Testing



What is Penetration Testing?
• Simulating what a attack would be able to do on your network and 

other infrastructure, so that you can better defend against an actual 
attack.

• Penetration tests are one of the only ways to truly verify that your 
security program (security controls and tools) is effective.

• It typically involves extremely technical and esoteric work, done by 
people with years of experience and custom tools.



Introducing Metasploit Pro
Metasploit is the most widely used penetration testing framework in 
the world. Metasploit Pro lets seasoned security experts and newcomers 
automate penetration tests to validate their security controls and 
provide the most realistic view of what an attacker could do to their 
network and other critical aspects of their operational infrastructure.



Who Uses Metasploit?

• Uses pentesting to validate vulnerability scan results
• Not very technical or comfortable with command line/custom exploits
• Needs automation and simplicity to leverage tools without writing scripts

IT/Security

• Conducts penetration tests for their business
• Time = Money
• Needs to spend as little time as possible on reporting, breaking in, and 

managing data

Consultant 
Penetration Tester

• Conducts internal penetration tests and security projects
• Needs flexibility – do everything from PCI tests to social engineering
• Needs to easily collaborate and share data with team members

Red Team



Deployment and Licensing
Metasploit is available for on-premise installation. There is currently no cloud-
based/SaaS option. It is supported on a variety of Windows and Linux systems.

Licensing
- Based on user count: the number of total users that can be created and given 

access to commercial functionality and web interface.
- Users can share data and collaborate on projects within the same Metasploit instance.

- Different features are available per commercial edition (details shortly)
- No limit on the number of exploits/scans/reports/phishing emails, etc.

Currently supported operating systems and hardware requirements available at:
https://www.rapid7.com/products/metasploit/system-requirements/

https://www.rapid7.com/products/metasploit/system-requirements/


Vendor Landscape



Vendor Landscape



Important Terms
• Vulnerability

• A flaw or weakness in a piece of software, most often unintentional, that could be leveraged to: expose data, change configurations, bring 
down services, and other undesired effects

• Exploit
• A tool or technique leveraging one or more vulnerabilities to do something the exploited system wasn’t intended to do

• Metasploit Framework
• Open source framework for creating and launching exploits, supported by Rapid7 and community members. Command line and API 

interfaces; steep learning curve for usage.
• Module

• A general term for chunks of prepackaged code that extend functionality. A module can be an exploit, auxiliary or post-exploitation 
module, which have different purposes. For example, any module that can open a shell on a target is considered an exploit module.

• Payload
• What gets run on a target device after a successful exploitation, enabling connections back to Metasploit. 

• Auxiliary and Post-exploit Module
• Metasploit modules that do not execute a payload. These are utilities to perform common tasks such as enumerating users on a system or 

collecting credential data
• Meterpreter

• An advanced payload delivered by Metasploit to an exploited machine. It allows you to easily perform additional actions, like gathering 
intel, pivoting to other machines, etc. It’s designed to be stealthy and work on a broad range of systems.

• Metasploitable3
• Latest edition of Metasploitable, a intentionally vulnerably virtual machine used for practicing pentesting and learning Metasploit



Common Customer 
Problems 



Mature Security Program 
Problems

• Flexibility to tackle different types of 
assessment and verification projects

• Ability to quickly fine tune and 
customize attack methods

• Collaborating within red teams
• Diverse reporting requirements for 

different stakeholders



Emerging Security 
Program Problems 

• Difficulty in prioritizing vulnerabilities 
and identifying weakest parts of 
network

• Sec/IT team does not have experienced 
pen testers comfortable with command 
line and coding

• Difficult to show management that 
security investments are working

• Difficult to show that user awareness 
training is working



Rapid7’s Approach



Gather together the collective 
knowledge of a global security 
community to test your network and 
find your holes

COLLECT TEST VERIFY
Test and harden your people, your 
processes, and your technology in 
order of potential impact

Verify likelihood and impact with 
real-world attacks, fix top exposures 
and check that they are patched



Collect

• No defense is perfect. Think like an attacker.
• The best way to reduce your exposure to attackers is to think 

and act like an attacker: how could they get in, what could they 
see, what could they do?

• Metasploit Pro, fed daily by a global community of 
contributors, automates penetration testing – from 
discovery to reporting results – to give you the most accurate 
view of what an attacker could do in your infrastructure. 

• Rapid7 works with the user community to add new exploits 
every week. Metasploit has over 2,200 exploits and counting, as 
well as more than 3,300 total modules.

• Metasploit Pro enables you to collect all the information 
you need and perform your penetration tests in a safe 
environment without advanced prior experience, letting you 
make informed decisions and get on with business.

COLLECT



• Attacks are imminent! How likely? How bad? 
• Metasploit enables you to make informed decisions about what 

to fix, and when. 

• Apply the attacker mindset: stealthy, expanding, persistent

• Focus on what matters
• In combination with Nexpose, you can focus Metasploit testing 

on the highest priority assets and determine the weakest points 
across your environment.

• More than the network
• Phishing and other attacks directed at employees remain a 

highly effective and impacting approach. Are your people savvy 
and informed enough to avoid the bait?

TEST



• Security programs and tools are a challenge to maintain and 
verify. Metasploit Pro enables you to validate that the 
detection, mitigation, alerting and other aspects of your 
security program are working 

• When risks are identified and changes are made to address 
them, Metasploit Pro enables you to test that those changes 
are effective. If they aren’t, the proof is easy to share.

• Gain the confidence that you will catch an attacker in a real-
world incident, and reduce the damage they could do.

VERIFY



Application: no/partial solution
Collection
- How do you know where to start?
- How do you know what network assets you have?
- How do you check for vulnerabilities on those assets?
Testing
- How do you prioritize your most important assets and vulnerabilities for testing?
- How do you test your employees’ resilience to phishing attacks?
- How do you determine the potential impact from various attacks?
- How do you automate regular testing?
Verification
- How do you verify that configuration changes and patches sufficiently removed the 

vulnerability?
- How do your IT and Security teams collaborate?

- Dig into challenges: communication, supporting evidence, shared priorities



Application: existing solution in place
Collection
- Time savings: automation, scheduling, related capabilities provided by current
- Breadth: sources that current approach can import data from
- Relevance: how often are new exploits and techniques added by current

Testing
- How much effort does it take to review results from current solution in order to get to 

decisions on risk and priority?
- How quickly can you adjust and re-run testing to get current results?

Verification
- Are you able to verify that prioritized vulnerabilities can no longer be exploited once 

mitigations are put in place?



Broader solutions though integrations
With other Rapid7 products:
• Nexpose:

• Import results from an existing scan/site/etc via export file 
• With a live Nexpose console connection you can: 

• Kick off a live scan and import the results
• Search and import existing scans and sites

• IDR: 
• Import Metasploit Pro Social Engineering campaign results
• Create a watchlist based on findings

• Project SONAR: 
• Search by domain and import host data 
• Continuous scan of (much of) the internet. Great for regularly reviewing external exposure, 

spotting potential domain name issues, and more.

With third-party products, many vulnerability scanners:
• Via importing exported files, or API
• Full list in online help, a few: NetSparker, Nessus, Burp, Acunetix, nmap



Identifying Target 
Prospects



Consultants

25

Primary Challenge Environment Pain Points Outcome

As a consultant shop, time 

is money; the faster they 

can complete 

engagements, faster they 

can deliver value to clients 

and find more business

a. Conduct penetration 

tests for all sizes of 

client

b. Metasploit 

Framework experts, 

industry renowned

a. Spending hours on 

common, menial tasks

b. Most time spend on 

reporting after 

engagement

c. Difficulty in sharing 

data during 

engagements

a. Hours saved from 

every engagement via 

automation

b. Able to still use 

command line and 

custom scripts, but 

much more efficiently 



Internal Penetration Testing 
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Primary Challenge Environment Pain Points Outcome

IT security needed to 

espouse the cause of 

overall security best 

practices to the entire IT 

staff to head off any 

possible worst-case 

scenario.

a. Large online retailer

b. Multiple internal web 

apps for coordinating 

orders

c. Regularly spin up new 

servers/apps to meet 

customer needs

a. IT spins up new 

services without 

considering InfoSec

b. Little internal visibility 

into security risks 

being introduced

a. Changed mindset so 

that IT team now 

considers security 

with every change

b. Improved user 

awareness through 

phishing campaigns



Vulnerability Validation
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Primary Challenge Environment Pain Points Outcome

Difficulty making a dent in 

a huge list of vulnerabilities 

and demonstrating a 

reduction in actual risk of 

being attacked 

a. 12,000 users

b. Multiple vulnerability 

scanning solutions 

across company

a. Unable to validate 

patch management 

program

b. Difficulty in 

prioritization

c. Difficult to measure 

actual susceptibility 

to attack

a. 70% decrease in 

number of 

vulnerabilities within 

a year

b. Clear understanding 

of most easily 

hackable assets



Discovery Questions



• Some exec security awareness
• No sustained company-wide security 

focus

Early Maturing Mature

Determining Mature vs Emerging Program

• Security team is developing influence
• Security-focused leadership is emerging

• Risk Awareness is pervasive, risk offer
• Security isn’t griped about, a part of day-

to-day life
Compact 
Attributes

• Generalists managing IT and Security 
simultaneously

• Little if any expert-level knowledge

• Starting to specialize on areas of security, 
e.g.: Network-only focused security admin

• Specialists, highly-skilled individuals in 
key roles

• SIEM/Splunk Admin, Red Teamer, etc
Team Member 
Specialization

• Firewall / AV
• Spam Filter / Web Proxy
• Vulnerability Management

• Log Management
• Security Awareness Training

• Covering most if not all of the Top-20 
Critical Controls

• Utilizing External Threat Intel
Number of 
Solutions

• Penetration Testing
• Managed Application Security

• MSSP / Analytic Response
• Training

• Analytic Response
• CSMAServices 

Retained

• Small team, part of larger IT org
• Reactive, not proactive focus on Security
• Worried about keeping the lights on

• Small to Mid sized team
• Starting to take proactive steps to insure 

security

• Large Team
• Culture of security learning is fostered
• Experts on staff

Team Attributes

All may require Compliance/Skillset supplementation/Infrastructure criticality driven services



Probing questions for mature program prospects

- How does your security team:
- run regular network and vulnerability scans?   (manual/automated, on occasion/scheduled)
- report results and recommendations to your IT team?
- verify that security fixes have been applied, and that it is a sufficient solution to the 

vulnerability?

- How does your IT team:
- prioritize which vulnerable systems to address first? 

- How does your red team:
- share data during exercises?
- report on the results of their exercises, and how long does it take them to create those 

reports?



Additional questions to consider

- How is your security program structured?
- How many people are dedicated to security?

- What compliance requirements are you working within?
- How often are you required to pen test?
- How do you scope what kind of testing you require?

- What kinds of devices do you want to penetrate?
- Are certain systems or areas of your environment off limits?

- Who is responsible for penetration testing?
- Are you conducting internal testing between external pen tests?
- What kind of evidence do you want to gather during a pen test?
- If you could automate some of the manual tasks during a pen test, how would 

you make better use of the time saved?



Probing questions for emerging program prospects

- What solutions are you using to map your network?
- Where do you have any cloud infrastructure hosted?

- How do you verify what services are running on your public assets?
- How do you scan them for vulnerabilities?

- How much time do you spend in your current security product(s)?
- Dealing with the product versus being enabled by results
- Manual work or lack of coverage vs automation, scheduling, recording repeated tasks

- How do you determine if credential policies are being respected on critical 
assets?
- How do you verify the presence and impact of shared/administrative credentials?

- How do you test your employees’ resilience to phishing attacks?
- How do you test the potential impact to your organization from a successful attack?
- How often are end users flagging phishing attempts?



Handling Objections



Dealing with Ostriches 
“I don’t need vulnerability management, much less penetration testing. I’m good 

with free tools/just using Windows auto-update/my patching program”

- Does your current approach cover every piece of your network (endpoints, 
servers, virtual, web, remote, legacy systems)?
- Do you know how much impact could result from a compromise of one or more of these?

- How easy is it to understand and verify your results?
- What information do you get out of your current approach, and how confident are you in 

the decisions you make based on that information?
- How do you determine if the resulting actions help?

- How do you measure how much your actual risk of an attack is being reduced?
- How do you patch non-OS vulnerabilities and misconfigurations?
- How do you plan to strengthen your employees’ defences against ever more 

numerous, realistic, and effective phishing campaigns?



Neutralizing Neutrality
Let them set the stage, then get them thinking with key questions:
• Walk me through your current process for detecting vulnerable systems

• How do you prioritize what to fix first? 
• How do you deal with multiple “critical” vulnerabilities?

• Walk me though your current process for penetration testing 
• How do pen test team members collaborate?
• What’s the most manual part?
• What would you do instead if that took much less time?

• What do you like about your current solution?



Killer Competitive Points
• How many products do you use in detecting and 

verifying vulnerabilities, penetration testing, social 
engineering?
• Unified solution: tackle all of these with Metasploit Pro

• How quickly can you prove the presence and impact of 
new critical vulnerabilities?
• Commercial quality + community of users: new exploits are 

added to Metasploit Pro in each release, many provided by 
contributors in the broader user community.

• How easily does your current solution enable you to 
automate and schedule a series of tasks?
• Save time: scanning, exploitation, collecting evidence, 

reporting, and more via task chains

• Are you able to prove the potential impact of a 
compromised administration credential?
• Answers questions like this and more with MetaModules



Gathering Opportunity 
Info 



Minimum Opportunity Info Requirements

Technical Qualification

• Number of users: size 
of security team

• Infrastructure: asset 
locations, 
datacenter/cloud, 
types of devices

• Desired integrations
• Win Criteria

Timeline Qualifications

• Drop dead date
• Why? Why now?
• Renewal of current 

solution?
• End of fiscal year

Process Qualifications

• PO Process workflow 
and timing

• Legal review?
• Need multiple 

vendors/bids?



Identifying Which Edition is the Best Fit 
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